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Utilities must have identity theft program in place by Nov. 1

Ualies and other creditors have
nntl Nov,

Wrrten program to comply with the

2008 to anplement a

Federval Trade Connmission’s new
rufe onadenmine thef, an FTC lawver
totd a public power andience 1 a
Juby HE Webmay sponsered by APPA.
The rnle s somernmes referred w as
the "red flagswdenniw theft vale”
The Farr and Accurate Gredit
Transactions Act ol 20092 ok elfea
Jan. 1 but enunes covered by the
rule have unul November to com-
phy with 1t said Pavneet Singh, an

attorney with the FTC's Division of

Privacy and Identity Protecuon. The
rule requires creditors, inclnding
utilities, 10 establish identity thelt
preventian prograims.

“The red fags rule will apply to
all oramost ol von,” she wold the 200
people who ook partin the Webinar
via a conlevence call. *Determining
if you have covered accounts
is something vou need to look at
periocically,” she said. *If vou do.
voi must have a written policy than
is updated perviodically to address
changing risks.” The pohcy must be
approved by vour uulity's governing
board, and a board member must
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be ivolved e drawing up the policy
(or cm delegate that responsibiling.
she sind.

“Yon

scrarch.” Singh said. “You can meorpo-

donr have to start [rom
rate relevant existing programs” [rom
other milides or other creditors.

The first step is to determne
whedher vou are a financial insu-
muon or creditor under the rule.
Smrgh sincd. Unlities are likely to be
crediors because they genervally do
nor require pavinent for their ser-
vices nnul the end of the month and
arce therelore extending credit o
thewr customners, she said.

Financaal institutions and credi-
rors with accounts that are covered
by the new rule must put in place
aowriten adentity theft preventon
program to detect, prevent and mni-
gate D theft in connection with any
existing account, or the opening ol a
1EewW aCCconit,

Unhues and other creditors arve
required 1o identify ved flags such as:

¢ mcidents of 1D theft that they
have experienced;

* alerts or warnings received from
nanonal conswimer reporting agen-
cares. snch as a notice of an address

discrepaney:

¢ sispicions docnnents;

¢ susprcions personal identlving
mlornsaon; or

e nnnsnal nse ol an acconn.

Appropriate responses to red
(Tags wight be to monor accoums,
Lo contact a cnstomer. change
passwords, close and re-open an
accomm, to noufy faw enforcement
amhorites, or to refuse 10 open an
acconn, Singh said. [n some cases,
tie approprite response might be
no response at all,

APPA s offering a workshop
September for those who want to
learn more about the rle. Tt will
take place Sept. 13-4 in Scousdale,
Arniz., at the Doubletree Paradise
Valley Resort. More information is
available on the APPA W

“Small utilities don't need o
worry that they have o have a very
complex program along the lines of
whata big vtlity like the Los Angeles
Deparvtment of Water and Power
would have,” said Ursula Schryver,
director of customer programs for
APPA. "It should be tnlored to each
utdity.” m
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